
A novel sound based covert channel on Android

Miguel Daniel Reyes-Martinez
CIC-IPN

Mexico city
Email: b130123@sagitario.cic.ipn.mx

Eleazar Aguirre-Anaya
CIC-IPN

Mexico City
Email: eaguirrea@ipn.mx

Ponciano Jorge Escamilla-Ambrosio
CIC-IPN

Mexico City
Email: pescamilla@cic.ipn.mx

Abstract—With the proliferation of mobile devices they have
become an integral part of people’s lifes, enabling new possibilities
of communication. This kind of devices may include a plethora
of subsystems such as sensors and actuators which can be used
for diverse purposes, for example acquisition of data about the
environment for context-aware applications.

In Practice these subsystems can be used to transmit data in
a covert manner. On this paper we explore the possibility of using
the built-in microphone and speakers to establish a sound based
bidirectional communication channel on mobile devices capable
of out-of-band transmission evading the traditional security
controls.
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I. INTRODUCTION

Today mobile devices are ubiquitous and they have become
an integral part of society. With the proliferation of this kind
of devices, new types of applications have emerged exploiting
all the characteristics inherent to mobile devices, for example,
environment-aware applications which are possible due to the
plethora of sensors built into them.

These new possibilities of environmental data acquisition
enable the capacity of receiving information through the sensor
devices and collected information can be sent to somewhere
outside the mobile device through the built-in actuators (for
example sensing light levels and playing a sound, respectively).
These new capacities make possible the communication on
both directions, from an external entity to the mobile device
and from the mobile device to an external entity. This kind of
mechanism may be useful to transmit sensible data in a covert
manner.

The advantage of sending sensible data in a sound based
channel is the absence of proper security controls on the
channel. This is, there is no way to detect the transmission
with the usual security infrastructure, it could be even more
complicated to try to detect it if the data is transmitted on high
frequencies, which are less notorious to human ear. However,
with it’s advantages, there are disadvantages, for example, the
distance of transmission: both transmitter and receiver cannot
be geographically distant due the physical limitations of sound
propagation. Despite the limitations, this kind of characteristics
may be very useful on specific scenarios, for example acquiring
sensible data for industrial espionage on a targeted attack
during a meeting, or evasion of highly secured (or insecure)
communication channels for data sharing.

A. Related work

A covert channel is a communication channel that is neither
designed nor intended to transfer information, it uses the
resources of a system in an unintended way [1]. The capacity
of receiving and sending data across an alternative channel
makes easier to evade or even avoid the traditional control
mechanisms by simply using another channel which lacks of
the proper security controls.

The covert channels were traditionally classified on storage
channels and timing channels, the timing ones require the use
of a clock for synchronization, and the storage ones do not,
other more specific classifications also exists [2]. On this paper
we want to make another difference on covert channels, those
who do local communication (e.g. 2 processes on a system)
and those which communicate with external entities. The last
case is of our interest since, as has been stated before, we want
to achieve communication with external devices.

As the stealthiness is imperative on botnet control, diverse
mechanisms of command & control can be used. On Hasan
et al. [3] , control commands are propagated via external
environmental changes (light, sound, vibration, magnetism),
such changes are sensed on the mobile device who hosts the
bot, and the bot acts in response. Distances of 55 feet indoors
and 45 feet outdoors were obtained with sound propagated
command & control mechanisms using a 17 KHz carrier and
a pair of standard computer speakers as transmitter. This last
point is important to notice because the hardware used to
transmit is different from the one which will be used on the
work reported in this paper, in this case we are limited to the
built-in hardware on Android devices.

The proposal presented by Fernandes et al [4] shows how
the FM radio included on Android devices can be used to
download malware from an apparently benign application, for
example, an innocuous radio listening application with no other
functionality than sniff on the FM receiver could avoid security
controls(e.g. Antivirus) to later download an exploit from an
RF signal injected by an attacker.

On both cases the traditional controls are avoided using a
covert channel, and both scenarios have their limitations, the
communication is just from the external entity to the Android
device. On this paper we propose a communication schema
with a data-link sound based protocol capable of establishing
communication in a bidirectional way.

II. SENSOR AND ACTUATOR SELECTION

Android offers different types of sensors and actuators to
interact with, such types of sensors are shown on table I



and table II. The decision of which sensor should be used
depends on the feasibility of establishing a communication.
For example, signals other than sound are more difficult to
manipulate from an android device (magnetism), and others
are too evident on our scenario (light, vibration). Sound has
the advantage of omnidirectionality, and the sound produced
when a communication is performed can be unnoticed due to
the environmental noise.

Considering the available options, we chose to use micro-
phone as receiver and speakers as transmitter, as they are very
often included on Android devices, and good results when
using sound have been previously reported in [3].

III. SCENARIO OF APPLICATION

Due the physical limitations of sound propagation and a
device’s speaker capacity, (for example, the volume settings of
the device, and the bandwidth of the speaker and microphone),
the distance that can be reached with this method is limited.
Despite this limitation there are some scenarios where this kind
of channel can be applied.

Consider for example an indoors scenario where the en-
vironmental sound levels are not too high to interfere with
the sound signal (the opposite case happen outdoors where
the environmental noise could interfere with the communica-
tion), for example a meeting room. Under these conditions a
smartphone could initiate communication with another device
using sound. The sound volume will not be as high to be
noticed by the assistants and additionally a high frequency
sound will be less perceptible to the human ear. The environ-
mental sound and the assistant’s speech will help to keep the
communication between devices as stealthy as possible. Under
this circumstances the communication could be established in
a covert manner for diverse purposes. Is important to notice
that the communication will be done indoors, on a room
for example, so retransmission of data through other devices
is impractical and it will generate more sound signals on
the medium jeopardizing the stealthiness. On the other hand,
transmission to multiple devices could be useful.

A communication on the stated environment could be used
for diverse purposes, for example, in a malware scenario of
data leakage, a malware with sound communication capabili-
ties may be listening for a signal from another device to start
sending information through the channel as fast as possible in
order to avoid being noticed by people near the communication
location. Similar characteristics apply to a secret data sharing
scenario, the main difference lies in the fact that both users are
aware of the communication taking place. Again, in both cases
the communication with multiple devices could be useful (to
leak data from various devices and to share data to various
devices).

IV. DESIGN REQUIREMENTS

As we don’t want to adapt special hardware in order
to achieve communication, the design requirements will be
shaped by hardware limitations. Additional considerations
should be taken for the scenarios of application, the most
important ones are those related with the stealthiness, as much
of the functionality of the covert channel lies in the assumption
of the communication being not detected.

Name Sensor type (hardware or sotfware im-
plemented)

TYPE ACCELEROMETER Hardware

TYPE AMBIENT TEMPERATURE Hardware

TYPE LIGHT Hardware

TYPE GRAVITY Software Hardware

TYPE GYROSCOPE Hardware

TYPE LINEAR ACCELERATION Software Hardware

TYPE MAGNETIC FIELD Hardware

TYPE ORIENTATION Software

TYPE PRESSURE Hardware

TYPE PROXIMITY Hardware

TYPE RELATIVE HUMIDITY Hardware

TYPE ROTATION VECTOR Software Hardware

TYPE TEMPERATURE Hardware

TABLE I. ANDROID SENSORS SUPPORTED VIA SENSOR FRAMEWORK
[5]

Device Android classes for implementation

Microphone MediaRecorder y/o AudioRecord

Vibrator Vibrator

Speaker MediaPlayer y AudioManager

Camera Camera,SurfaceView,MediaRecorder e
Intent

FM Receiver The implementation depends on the vendor

TABLE II. ADDITIONAL DEVICES NOT INCLUDED ON SENSOR
FRAMEWORK [6] [7] [8] [9] [10]

Two important points about the stealthiness of the channel
are the frequency that will be used to transmit the data, and the
time needed to send the information, we want to transmit as
fast as possible because we want to minimize the possibility of
being heard and being noticed during data transmission. The
frequency of transmission should be carefully considered due
to the implications of the physical system, for example, the
maximum distance between transmitter and receiver on which
the communication is established will change depending on
the operation frequency.

The last point to consider is the organization of the protocol
to transmit data over the covert channel. In order to achieve
good communication, certain functionalities are necessary to
be implemented, a good model to take as base would be the
OSI model. Not all layers of the model are needed.

In resume the characteristics to be considered are:

• Channel capacity depends on the hardware limitations
of mobile devices

• We want to transmit and terminate the communication
as fast as possible

• The frequency of sound should be difficult to notice

• Channel Interferences and noise

• OSI model based

All mentioned specifications will give shape to the sub-
sequent implementation of the covert channel on an Android
device.

V. PHYSICAL LAYER

Having chosen the transmitter and receiver, the communi-
cation system should be constructed in order to enable sound
based communication on mobile devices, the first step is to
implement the physical layer of the OSI model as stated
before. The OSI model defines which functionalities should be



OSI physiscal layer
physiscal connections
physical-service-data-units
physical-connection-endpoints
data-circuit identification
sequencing
fault condition notification
quality of service parameters

TABLE III. SERVICES GIVEN TO DATA-LINK LAYER

OSI physiscal layer
physical-connection activation and deactivation
physical-service-data-unit transmission
multiplexing
physical layer management

TABLE IV. FUNCTIONS WITHIN THE PHYSICAL LAYER

implemented on each layer, some of them are services provided
by lower layers to upper layers, and others are functions
within each layer. The characteristics of the physical layer are
presented in tables III and IV.

All listed functionalities enable the communication circuit
between transmitter and receiver, considering this, all should
be implemented in order to establish a physical connection
given our requirements.

A. Physical layer implementation

In order to accomplish this requirements, the blocks shown
in figure 1 are proposed, they show a basic digital commu-
nication system schema, it will be used to implement the
physical layer functions. As can be noticed, all transformations
on the transmitter have their counterpart on the receiver. Both
functionalities will be present on every android device since
we want them to act as transceivers.

We mentioned in our requirements the necessity of adap-
tation to the hardware constraints imposed by the hardware
included on every device, since the construction of new hard-
ware is not an option in our scenario, all mentioned blocks will
be included in the form of digital signal processing blocks.
There is an exception to this on the channel block, since we
will propagate sound signals which are analog by nature, the
modulation block will serve the purpose of producing sound
signals capable of traveling through the medium.

On the schema of figure 1 a source coding block is located
after the input data, since it is not entirely necessary to
implement the physical layer on the OSI model, it would
be useful to only transmit non-redundant data. Following the
source coding, we have the channel encoder, its purpose is to
detect errors on the transmission and correct them.

Before the channel, the modulation will be used to trans-
form the bits from the channel encoder to waveforms capable
of travel through the transmission channel, in this case, the air.
The frequency of the carrier will depend on the results of our
further experimentation and the device’s speaker capabilities,
as stated on the requirements, frequencies which are less
perceptible to human ear will be preferred.

On the receiver side, all inverse transformations will be
applied in order to recover the bits, and eventually, the entire
transmitter’s message. The implementation of these blocks are

OSI data-link layer services provided to network layer in
connection mode
data-link addresses
data-link connection
data-link-service-data-units
data-link-connection-endpoint-identifiers
error notification
quality of service parameters
reset

TABLE V. SERVICES PROVIDED TO NETWORK LAYER IN CONNECTION
MODE

OSI data-link layer services provided to network layer in
connectionless mode
data-link addresses
transmission of data-link-service-data-units of a defined max-
imum size
quality of service parameters

TABLE VI. SERVICES PROVIDED TO NETWORK LAYER IN
CONNECTIONLESS MODE

very important since the performance of the entire system
largely lies on their correct implementation.

Fig. 1. Block diagram of the communication system

VI. DATA-LINK LAYER

Having defined the functionalities of the physical layer,
we have to proceed with the data-link layer which grants
the functionality of detecting errors and routing etc., such
characteristics will be helpful to build a reliable covert channel.
On this layer there is an important differentiation on modes
of operation, connection mode and connectionless mode. All
functionalities on the data-link layer are presented in the tables
V, VI, VII, VIII and IX.

As can be seen in the data-link layer functions, a
connection-mode implies more functions to be implemented
in comparison with the connectionless-mode, this fact have an
important implication, because additional functions for each
connection will impact on the time needed for communication,
a non desirable characteristic to have on our covert channel.
Similar effects will occur if more layers are added to the



OSI data-link layer functions for connection and connection-
less mode
data-link-service-unit-mapping
identification and parameter exchange
control of data-circuit interconnection
error detection
routing and relaying
data-link layer management
TABLE VII. FUNCTIONALITIES PROVIDED WITHIN THE DATA-LINK

LAYER

OSI data-link layer functions on connection mode
data-link connection establishment and release
connection-mode data-link data transmission
data-link connection splitting
sequence control
delimiting and synchronization
flow control
error recovery
reset
TABLE VIII. FUNCTIONALITIES PROVIDED WITHIN THE DATA-LINK

LAYER ON CONNECTION MODE

design, for example, considering our scenario, the implemen-
tation of network layer do not have a real advantage since
the data will not travel through various networks and more
functions will be added to communication process, causing
again, an increment of the duration of the transmission. Due to
this reasons, the use of connectionless mode without providing
services to network layer is the path to follow.

VII. CONCLUSION

A sound based covert channel will be very helpful in order
to evade control mechanisms by simply avoiding controlled
channels. Potential applications of such channel could be very
dangerous applied on malware, but very useful in scenarios
where we want to share secret information in a stealthy
manner. This channel has some advantages compared with
other similar covert channels, for example the bidirectional
communication which enables the possibility of many appli-
cations.

This channel has important characteristics as the stealthi-
ness, OSI model based and capable of being implemented by
android devices, such characteristics are very important for a
real-world scenario. Further research will help to characterize
the capacities and weaknesses of protocols constructed over
acoustic signals for diverse purposes in order to explore the
possibilities of the channel.
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OSI data-link layer functions on connectionless mode
connectionless-mode data-link data transmission
TABLE IX. FUNCTIONALITIES PROVIDED WITHIN THE DATA-LINK

LAYER ON CONNECTIONLESS MODE
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